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Abstract

Testinghasa vital supportrole in thesoftwareengineer-
ing process,but developingtestsoftentakessignificantre-
sources. A formal specificationis a repositoryof knowl-
edge abouta system,anda recentmethodusessuch speci-
ficationsto automaticallygeneratecompletetestsuitesvia
mutationanalysis.

We definean extensivesetof mutationoperators for use
with this method. We report the resultsof our theoretical
andexperimentalinvestigationof therelationshipsbetween
theclassesof faultsdetectedby the variousoperators. Fi-
nally, werecommendsetsof mutationoperatorswhich yield
goodtestcoverage at a reducedcostcomparedto usingall
proposedoperators.

1 Intr oduction

A formal specificationis a repository of knowledge
about a system. In particular, a specificationprovides
valuableinformation for testingprograms. For instance,
specification-basedtestingmay detecta missingpath er-
ror [12], that is, a situationwhen an implementationne-
glectsanaspectof a problem,anda sectionof codeis alto-
getherabsent.Sincethereis no evidencein thecodeitself
for theomission,sucherrorsareveryhardto find by analyz-
ing the codealone. Further, code-basedtestingis not pos-
sible for somesystemsbecausetestersdo not have access
to the sourcecode. Additionally, generatingtestsfrom a
specificationcanproceedindependentlyof programdevel-
opment,andthe createdtestsapply to all implementations
of thespecification,e.g.,ports.

AmmannandBlack describeda novel methodusinga
combinationof model checkingand mutationanalysisto
automaticallyproducetestsfrom formal specifications[2]
andmeasuretest coverage[1]. The test casesconsidered
in the methodconstitutea completetest suite, that is, all
testcasesincludeboth inputsandexpectedresults.Model

checkingis a formal techniquefor verifying that tempo-
ral logic expressionsare consistentwith all executionsof
a statemachine. Mutation analysis[9] usesmutationop-
eratorsto introducesmall changes,or mutations,into the
specification,producingmutantspecifications.Better test
setsarethosewhich revealmoremutants.

Ammann and Black defineda few mutation operators
for formal specifications,but did not considertheir relative
merits. In this paper, we describea larger setof mutation
operators,including somenew ones. We compare,both
theoreticallyand empirically, the effectivenessof the op-
eratorsandthenumberof mutationsthey produce.For the
theoreticalcomparison,we extendKuhn’s analysisof fault
classes[14] andtie it to mutationoperators.

1.1 SoftwareTestingand Model Checking

Model checkingis a formal verificationtechniquebased
on stateexploration. A modelcheckingspecificationcon-
sistsof two parts. Onepart is a statemachinedefinedin
termsof variables,initial valuesfor thevariables,environ-
mentalassumptions,andadescriptionof theconditionsun-
der which variablesmay changevalue. The other part is
temporallogic expressionsoverstatesandexecutionpaths.
Conceptually, amodelcheckervisitsall reachablestatesand
verifiesthatthetemporallogic expressionsaresatisfiedover
all paths. When an expressionis not satisfied,the model
checker generatesa counterexamplein the form of a trace
or sequenceof states,if possible.

Although model checkingbeganas a methodfor veri-
fying hardwaredesigns,thereis growing evidencethat it
canbeappliedto specificationsfor largesoftwaresystems,
suchasTCAS II [7]. In additionto verifying propertiesof
software,modelcheckingis beingappliedto testgeneration
andtestcoverageevaluation[2, 6, 10, 11].

In both uses,one begins with selectionof a test crite-
rion [12], that is, a decisionabout what propertiesof a
specificationmustbeexercisedto constituteathoroughtest.
Somespecification-basedtestcriteriaareconjunctivecom-



plementaryclosurepartitions[6], branchcoverage[11], and
mutationadequacy [1].

Thechosentestcriterionis appliedto thespecificationto
derive testrequirements,i.e., a setof individual properties
to betested.To useamodelchecker, theserequirementsare
representedastemporallogic formulas.To evaluatecover-
ageof a test set, eachtest is turnedinto an executionse-
quence,andthe modelchecker determineswhich require-
mentsaresatisfiedby theexecution.See[1] for details.

To generatetests, the test criterion is applied to ulti-
mately yield negative requirements,that is, requirements
which areconsideredsatisfiedif they areinconsistentwith
thestatemachine.Whenthemodelcheckerfindsa require-
ment to be inconsistent,it producesa counterexample if
possible. The counterexamplescontainboth stimulusand
expectedvalues,sothey maybeautomaticallyconvertedto
completetestcases.

Specification-BasedMutation Adequacy

Mutationadequacy is a testcriterionwhich naturallyyields
negativerequirements.First,asetof temporallogic expres-
sionsrestating,or reflecting,the statemachine’s transition
relationis derivedmechanically[1]. This set,togetherwith
pre-existing expressions,if any, is consistentwith thestate
machineandcomprisesthe part of the specificationto be
mutated.

A mutantspecificationis producedby applyinga single
mutationoperatoronceto thetemporallogic portionof the
specification.Applying operatorsrepeatedlyyieldsa setof
mutants.The mutantsrepresentnegative requirements,so
they canbeusedfor bothtestgenerationandevaluation.

The SMV Model Checker

Wechoseapopularmodelchecker, SMV [15]. It usesCom-
putationTreeLogic (CTL) [8], which is a branching-time
temporallogic extendingpropositionallogic with temporal
operators.

HereisashortSMV example.“Request”is aninputvari-
able,and“state”is ascalarwith possiblevalues“ready” and
“busy.” The initial valueof stateis “ready.” Thenext state
is “busy” if thestateis “ready” andthereis a request.Oth-
erwisethenext stateis “ready” or “busy” nondeterministi-
cally. TheSPECclauseis a CTL formulawhich statesthat
whenever thereis a request,statewill eventuallybecome
“busy.”

MODULE main
VAR

request : boolean;
state : {ready, busy};

ASSIGN
init(state) := ready;

next(state) := case
state = ready & request : busy;
1 : {ready, busy};

esac;
SPEC AG (request -> AF state = busy)

The choiceof modelchecker forcesthespecificationto
bein thelanguagewhich themodelcheckeraccepts.Some
might objectthatSMV’sstatemachinedescriptionis at too
low a level for practitionersto use,andwe agree.A practi-
calsystemmustextractstatemachinesfrom higherlevelde-
scriptionssuchasSCRspecifications[3], MATLAB state-
flows [4], or UML statediagrams.

1.2 Hierar chy of Fault Classes

Mutationoperatorsarerelatedto thesetof fault classes
which Kuhnanalyzed[14]. Thesetincludes:

� VariableReferenceFault (VRF) - replacea Boolean
variable� by anothervariable� , ���� � .

� Variable Negation Fault (VNF) - replacea Boolean
variable� by �� .

� ExpressionNegationFault (ENF) - replacea Boolean
expression	 by �	 .

� Missing Condition Fault (MCF) - a failure to check
preconditions.

EarlierKuhndevelopeda technique[13] basedon pred-
icatedifferencefor analyzingeffectsof changesin formal
specifications.Applying this technique,he deriveda hier-
archyof fault classesusedin specification-basedsoftware
testing.

The detectionconditionsfor a predicate
 arethe con-
ditionsunderwhich a changeto 
 affectsthe valueof the
predicate
 . A testdetectsan error if andonly if a faulty
predicate
�� evaluatesto a differentvaluethanthe correct
predicate
 , e.g., 
�
�
�� .

Let 
��� beapredicate
 with all freeoccurrencesof vari-
able � replacedby expression� . Let � beafault in which �
is replacedby � . Thefault � is detectedunderthecondition
�
�
 �� .

If � is a specificationin disjunctivenormalform (DNF),
theconditionsfor detectingVRF, VNF, andENF are:

� ������� � ��
����� , where� and � aredistinctvariables
in � , and � is substitutedfor � .

� � ��� � � ��
�� �!� , where� is a variablein � .

� ��"#�$� � �%
���& !& , where' is anexpressionin � .

Therelationshipsbetweendetectionconditionsare:



� If the variablereplacedin ���#��� is the samevariable
negatedin ���#� � , then �������)(*�����$� .

� If all expressionscontainingthe variablenegatedin� ���$� arenegatedin � "�� � , then � ��� � (*� "�� � .

Kuhn concludesthat any test that detectsa VRF for a
variablein apredicatealsodetectsaVNF for thesamevari-
able, and any test that detectsa VNF for a variablealso
detectsanENF for theexpressionin which thevariableoc-
curs.

WeuseKuhn’sapproachesandtheoreticalconclusionsto
analyzemutationoperators.Section2 definesmutationop-
eratorsfor specificationstogetherwith their respectivefault
classes.Section3 investigatestherelationshipsbetweende-
tectionconditionsfor several fault classesanalyticallyand
comparestheeffectivenessof themutationoperatorsexper-
imentally. We presentour conclusionsabout the relative
merit of mutationoperatorsin Section4.

2 SpecificationMutation Operators

We usethe following overall guiding principles[17] to
formulateandimplementourmutationoperators:

1. Mutationcategoriesshouldmodelpotentialfaults.

2. Only simple,first ordermutantsshouldbegenerated.

3. Only syntacticallycorrect mutantsshould be gener-
ated.

4. The user should have control over the selectionof
whichmutationcategoriesto applyat any onetime.

Thefirst principlemeansit is importantto recognizedif-
ferenttypesof faults.While presentingmutationoperators,
we statewhich specificationfault classesare modeledby
theoperators.In fact,eachmutationoperatoris designedto
uncoverfaultsbelongingto thecorrespondingfault class.

Sincewe areinterestedin relatingour work to thetheo-
reticalresultsobtainedin [14], wedefinethemutationoper-
atorssothattheirrespectivefaultclassescloselycorrespond
to thosedefinitions. For example,considerthe following
fault. Theconstant+-, is replacedwith constant+/. in theex-
pression� � + , , where� is avariable.If Booleanvariables0 , and 0 . represent� � + , and � � + . , respectively, then
this is a variablereferencefault (VRF). To accountfor this
andsimilar cases,we needthedefinitionsbelow.

2.1 Definitions

We define,similarly to [16], a simpleexpressionasone
of thefollowing, possiblynegated:

� A Booleanvariable.

� An expression132546�87�9 � 132546�87�: , where 132546�87�9 and132546�87�: are either a variableof type scalaror a con-
stant,e.g., ;-1 0 13� �=<?> ;-� , where ;-1 0 13� is a variable
and <?> ;-� is a constantfrom thedomainof ;-1 0 13� .

� A simple relational expression: 132546�87�9�2?	@�8A 0 132BA132546�87�: , where 132546�87�9 and 132546�87�: areeithera vari-
ableof type integeror a constant,2?	C�-A 0 132BA is oneofD�EGF�E � E �� E-H , or I .

A compoundexpressionconsistsof at leastonebinary
Booleanoperator(includingconjunction,disjunction)con-
nectingtwo or moreexpressions,andpossiblynegationop-
eratorsandparentheses.

We considertwo kinds of operandsin CTL: statevari-
ablesand symbolic constants. Statevariablesmay be of
Boolean,scalaror integer type. Valueof a scalarvariable
is drawn from a finite setof constants.An integervariable
takesvaluefrom a range.An SMV specificationmayalso
containsymbolicconstantsdefinedby theuserto represent
integers.

We define JLK�M�N�"�� to bethesetof uniquetracesgener-
atedby mutationoperatorOP
�QSR .

Additionally, the following notationis usedthroughout
thepaper:

��T and U representdisjunctionandconjunctionrespec-
tively in the formulas. However, when presenting
SMV specificationswe useinsteadV and W , sincethey
area partof SMV syntax.

� ( representsimplication, 
 representsexclusiveor.

� 1 and0 areusedto denote“true” and“f alse,” respec-
tively.

2.2 Categoriesof Mutation Operators

Eachfault classhasa correspondingmutationoperator.
Applying a mutationoperatorgives rise to a fault in that
class.For example,instancesof themissingconditionfault
(MCF) classcanbegeneratedby a missingconditionoper-
ator(MCO). Notethat theabbreviationof themutationop-
eratorendsin O, andtheabbreviationof thecorresponding
fault classendsin F. Below we definemutationoperators
for commonfault classes.

Althoughmutationoperatorsareindependentof any par-
ticularspecificationnotation,herewepresentthemfor CTL
specifications. Illustrative mutantsfor eachoperatorare
shown in Table1.

� OperandReplacementOperator(ORO).



Replaceanoperand,that is, a variableor constant,by
anothersyntacticallylegaloperand.

Do notreplacetheoperandif it resultsin aconstant( +X92?	@�8A 0 132BAY+G: ) or reflexive ( ��2?	@�8A 0 132BAZ� ) expression,
sinceanequivalentmutantis producedby applyingthe
Stuck-At operatordescribedbelow. Do not replacea
numberwith anothernumber, sincethis may resultin
too many mutants.

� SimpleExpressionNegationOperator(SNO).

Replaceasimpleexpressionby its negation.

� ExpressionNegationOperator(ENO).

Replacean expressionby its negation. Temporalex-
pressions,suchasAG andEF, arenot negatedsince
SMV doesnot producecounterexamplesfrom such
mutants.

� LogicalOperatorReplacement(LRO).

Replacea logicaloperator( W E V E ( ) by anotherlogical
operator.

� RelationalOperatorReplacement(RRO).

Replacea relational operator( D�EGF�E-H�E I E � E �� ) by
any otherrelationaloperator, exceptits opposite.For
example,do not replace D with its opposite, I , be-
causethatis thesameasnegatingtheexpression.Only
replace� or �� whenappliedto anintegerexpressions.

� MissingConditionOperator(MCO).

Deleteconditions(only simpleexpressions)from con-
junctions,disjunctions,andimplications.

� Stuck-AtOperator(STO).

This consistsof two operators:stuck-at-0,replacea
simple expressionwith 0, and stuck-at-1,replacea
simpleexpressionwith 1.

� AssociativeShift Operator(ASO).

Changetheassociationbetweenvariables,e.g.,replace�[(\�],^WP�_./WP�a` with bc�[(\�d,Ge3WP�_.-WP�_` . We do not
replacethe formulawith bf��(g�d,/WP�_.Ge3WP�a` . This re-
ducesthenumberof mutantsgeneratedby ASO.

Table1 containsmutantsgeneratedfrom threeformulas:
theCTL formulapresentedin Section1.1,theformula“AG
(x W y ( z)” (by ASO), andthe formula “AG (WaterPresD 100)” (by RRO).

If the numberof atoms(variablesand constants)in a
specificationis h andthenumberof valuereferencesis R ,
ORO resultsin OibjhlkYR�e mutants,whereasSNO, LRO,
MCO, STO, ASO andRRO resultin OibjRPe mutants.

Operator ExampleMutants
ORO AG (request( AF state= ready)
SNO AG (!request( AF state= busy)

AG (request( AF (!state= busy))
ENO AG (!(request( AF state= busy))
LRO AG (requestW AF state= busy)

AG (requestV AF state= busy)
MCO AG AF state= busy
STA AG (0 ( AF state= busy)

AG (1 ( AF state= busy)
AG (request( AF 0)
AG (request( AF 1)

ASO AG (x W (y ( z))
RRO AG (WaterPresD � 100)

AG (WaterPresH 100)
AG (WaterPres� 100)
AG (WaterPresm � 100)

Table 1. Mutation Operator s and their Illustra-
tive Mutants.

2.3 Corr espondenceto Kuhn’sFault Classes

Our mutationoperatorsgenerallydo not correspondex-
actly to Kuhn’s fault classes[14]. Considera fault when
expression� D + is replacedwith � H + , where � is a
variableand + is a constant.If we have booleanvariables
represent� D + and � H + , this is a variablereferencefault
(VRF).

If we combineORO and RRO into a single operator,
OROn , this new operatorgeneratesaclassof faultsclosely
matchingVRF. Wecall its correspondingfaultclassORFn .

For analysis,wedefineamutationoperatorwhichgener-
atesa classof faultsidenticalto VRF. This SimpleExpres-
sionReplacementOperator(SRO) replacesasimpleexpres-
sionby everyothersyntacticallyvalid simpleexpressionof
atomsin themodel.

SRO sometimesgenerateshigher ordermutants,so by
Woodward’s principle [17], it shouldnot be usedfor test
generation.Additionally, theoperatorproducesavery large
numberof mutants.Not surprisingly, SRO generatesasetof
mutantswhich includesthoseof OROn , thus JLK M#��M#oqpJLKsrd��M .

3 Comparison of Mutation Operators

In thissectionweanalyzetherelationshipsbetweensev-
eral fault classesfor restrictedform of specifications,and
westudythemutationoperatorsexperimentally.



3.1 Theoretical Comparisonof Fault Classes

Analysisof Faults in Formulas

For analysis,we only considerspecificationswith formu-
las in disjunctive normal form (DNF), i.e., 0 , 0 .utGtGt 06vYT< , < .�t-tGt <^w TyxGx-xzTZ{ , { .�tGt-t {B| , where0]} E <z~ E t-tGt E {8� aresim-
ple expressions.Hereand in the theoremproof below, U
is sometimesomitted, e.g., 0 , 0 . tGt-t 0 v is a shorthandfor0 ,�U 0 .�U tGt-t U 0 v .

Let � beasimpleexpressionin a formula � , and ' bea
possiblycompoundexpressionin � . Herearethedetection
conditionsfor severalfault classes:

� � rd� � � ��
����!� .

� � "�� � � ��
���& !& .

� �srd�@� � �srd���XU��srd� , , where�srd��� � ��
����� , �srd� , ���
����, .
� �srd��� � ��
)���� , where� is a simpleexpressionin � ,���� � .

The definitionsof � rd� � and � ra��� areidenticalto the
definitionsof � �#� � and � ����� in Section1.2 exceptthat
“simple expression”is substitutedfor “variable”. Simple
expressionwasdefinedto closelycorrespondto theBoolean
variablein [14]. Thedefinitionof � "�� � comesfrom Sec-
tion 1.2. So underconditionsin that section, ��ra� ��(��"�� � and �srd����(*�srd� � .

ORF andORFn arenot definedfor expressions;there-
fore,we cannotstrictly analyzetheir relationshipto � ra� � .
However, sinceORFand,especially, ORFn , aredefinedto
closelymatchVRF, webelieve thatOROn detectsSNF.

Theorem If the simple expressionreplacedby � or 9 in�srd�@� is thesamesimpleexpressionnegatedin ��ra� � ,
then ��ra�C�)(*�srd� � .

Proof.
As in [14], the theoremfollows if �]�u�G�� (��d���G�!�G� and�d� �-�, (*�d� �-�!�-� .
The detectionconditions for arbitrary stuck-at-0and

simpleexpressionnegationfaultsare �]� �G�� � �%
�� �-�� and�d� �-�!�-� � ��
�� �G�!�G� .
For simplicity, let � � b � < , T � < . T�xGx-x�T �< w e6U xGx-x Uyb^�{ , T�{ . T�x-xGx-T �{B| e t�]� �G�� � b 0 , 0 . tGtGt 0 v T < , < . tGt-t < w T�x-xGx�TY{ , { . t-tGt { | e�
bc� T < , < . tGtGt < w T xGx-x�Tu{ , { . tGtGt { | e � b 0 , 0 . tGt-t 0 v 
P�dezUu� �

b 0 , 0 . t-tGt 0 v esU�� .�]� �G�!�G� � b 0 , 0 .utGtGt 0]v�T < , < .�tGt-t <^w T�x-xGx�TY{ , { .�t-tGt {B| e�
b3�0 , 0 .�t-tGt 06v�T < , < .�tGt-t <^w T�x-xGx�T�{ , { .�t-tGt {B| e �
b 0 , 0 .�t-tGt 06v 
��0 , 0 .�tGt-t 06v esU�� � b 0 .�tGt-t 06v esU�� .

Since0 , 0 .�tGt-t 06v ( 0 .utGtGt 06v , then �d� � �� (��d� � �!� � .

Similarly, for astuck-at-1fault,since�]� �G�, � ��
�� �G�, �
b3�0 , 0 .�t-tGt 0]v e�Uy� , then �]� �G�, (��]� �G�!�G� .

Therefore,� ra�C� (*� rd� � . Q.E.D.
Now considerMCF andSTF. Droppingasimpleexpres-

sion � from a conjunctionis the sameas setting � � 9 ,
which is a stuck-at-1fault. Dropping � from a disjunction
is thesameassetting � � � , a stuck-at-0fault. Therefore,�srd�@��(*�s�Z�#� .

TestGeneration fr om Actual Specifications

Actualspecificationsaregenerallynotin DNF. Themutants
of a DNF representationaredifferent from the mutantsof
theoriginal. Onepartof ourcurrentresearchis to determine
whateffect, if any, thisdifferencehason resultingtests.

To illustratethedifference,let � beaspecificationand ���
betheDNF representationof � . Somefirst ordermutantsof� cannotbegeneratedfrom ��� sincethey arehigherorder
mutantsof � � , andsomefirst ordermutantswhichwouldbe
generatedfrom �u� areactuallyhigherordermutantsof the
original � .

For example,if � � �)( � , then �u� � �@� T ��C� T ����� .
Settingthe first appearanceof � to 0 in � � resultsin ���� T����� � �� , which is not a first ordermutantof the original
formulaandis anunlikely error.

Consequently, we applymutationoperatorsto theunal-
teredspecification,andthetheoreticalresultsdonotstrictly
apply.

SupposeOP1 and OP2 are mutationoperatorsand F1
andF2 aretheir respective fault classes.Supposealsothat� � ,�(¡� � . . This suggeststhat OP1 detectsF2, that is,JLK�M�N . p JPK¢M#N , . However, the implicationmaybe triv-
ially truebecause��� , is universallyfalseor ��� . is univer-
sally true.ConsiderthecasewhereOP1generatesaconsis-
tentmutant,e.g. , if the specificationis SPECAG (x V y),
then � � � T � , and�d���, � bf� T ��es
qb39 T ��e � ��ZU)�� .�d���!� � bf� T ��es
qb^�� T ��e � �� .

Therefore,�d���, (*�]���!� . However, themutantgenerated
by setting � to 1 is alwaystrueanddoesnot resultin a test
case.

Similarly, OP1 may not generatea mutant. Suppose
an SMV specificationcontainsonly one variable, � , of
type Boolean,and one clauseSPECAG (x). SRO does
not generateany mutants,whereasSNO generatesa mu-
tant with �� . This mutantis likely to producea test case.
Even though �srd���£( �srd�$� , since JLKsra��M is empty,JLK rd�$M �p JPK rd��M , andSRO doesnot detectSNF in this
case.

Sincethesametestcaseis usuallyderivedfrom a num-
berof mutantspecifications,we hypothesizethattheissues
mentionedin this sectiondo not significantlyaffect there-
sultsfor SMV specificationsof considerablesize.However,



SPEC Boo- Sca- Inte- Total
clauses leans lars gers vars

Cruise
Control 14 8 3 0 11
Safety

Injection 22 1 3 1 5
CPU
Stack 21 1 3 0 4

Table 2. Number of CTL Form ulas and Vari-
ables in Sample Specifications.

it is importantto experimentallysupportthesetheoretical
results.

3.2 Empirical Comparison of Mutation Opera-
tors

To empirically confirm theseresults,we developedan
extensibletool for generatingmutationsof SMV specifica-
tions,usingtheSMV parser. It allows usto selectively ap-
ply mutationoperators.Resultingindividualmutationsmay
beleft in individualSMV filesor combinedinto asinglefile
for fastermodelchecking.Thesourcecodeanddocumen-
tationareavailablefrom theauthors.

WeranexperimentsonthreeSMV specificationsto com-
parethe mutationoperatorsin termsof the numberof test
casesproducedand the specificationcoverage. Table 2
showsthenumberof CTL formulasandthenumberof vari-
ablesin eachof thespecifications.Herearesomeadditional
details:

� CruiseControl[3]

Two of the scalarvariableshave the samedomain:¤
Activate,Deactivate,Resume¥ . The third hasa do-

mainof cardinality5.

� SafetyInjection[5]

Two scalarvariableshavethedomain:
¤
On,Off ¥ . The

third hasa domainof cardinality3. The integer vari-
abletakesvaluesbetween0 and200,but it isonly com-
paredwith 2 differentsymbolicconstants.

� CPUStack

Thescalarshave domainswith cardinality3, 4, and6,
respectively.

Empirical Evaluation of Mutation Operators

Table3 givesthetotalnumberof mutants,thenumberof se-
manticallyunique,inconsistent(U-I) mutants,andthenum-
berof uniquetestcasesor tracesgeneratedby applyingthe
mutationoperatorsto thesamplespecifications.

U - I Unique
Mutants Mutants Traces

CruiseControl 879 116 24
SafetyInjection 730 86 21
CPUStack 924 81 9

Table 3. Number of Mutants and Traces for
Specifications.

Operator Mutants CEs UTs Coverage
OROn 405 152 24 100%
ORO 405 152 24 100%
SNO 72 47 21 96.6%
ENO 130 105 21 96.6%
LRO 116 87 14 87.9%
RRO - - -
MCO 72 40 18 93.1%
STO 144 47 21 96.6%
ASO 12 8 4 62.9%

Table 4. Cruise contr ol example results.

Operator Mutants CEs UTs Coverage
OROn 202 99 21 100%
ORO 130 63 17 94.2%
SNO 83 51 15 90.7%
ENO 144 104 15 90.7%
LRO 122 82 10 83.7%
RRO 72 36 10 50.0%
MCO 79 50 13 87.2%
STO 166 51 15 90.7%
ASO 17 17 5 47.7%

Table 5. Safety injection example results.

Operator Mutants CEs UTs Coverage
OROn 279 135 9 100%
ORO 279 135 9 100%
SNO 75 52 7 97.5%
ENO 129 100 7 97.5%
LRO 129 46 5 90.1%
RRO - - -
MCO 109 38 7 97.5%
STO 256 52 7 97.5%
ASO 22 20 4 85.2%

Table 6. CPU Stack example results.



We presentdetailsin Tables4, 5, and6. As in Table3,
“Mutants” is thetotalnumberof mutantsgeneratedby each
operator, includingconsistentandduplicatemutants.Since
SNO mutantsarea subsetof ENO mutants,we do not in-
cludeSNO mutantsin the numberof mutantsin Table3.
Next wegivethenumberof counterexamples,“CEs,” found
in theSMV runs.“UTs” is thenumberof uniquetracesafter
duplicatetracesandprefixesareremoved.

We use the specification-basedcoveragemetric intro-
ducedin [1]. We excludeall consistentmutants.We also
excludeall but onecopy of inconsistentmutantswhich are
semanticduplicatesof othermutants,e.g.,thosewhich al-
waysevaluateto the sameresult. Let ¦ be the numberof
U-I mutantsgeneratedby all operatorsfor a given exam-
ple. We turn theuniquetracesfrom eachoperatorinto con-
strainedfinite statemachines,thenSMV finds which mu-
tantsarekilled. Let 4 bethenumberof mutantskilled. The
coverageis

v� .
Resultsfor RRO appearonly for SafetyInjection,since

it is theonly examplewith relationaloperators.

Discussion

OROn generatesthe largestnumberof mutants,but pro-
vides the samesetof test casesas all the operatorscom-
bined.Consequently, it has100%coverage.

SNO,ENO,andSTOeachprovidesecondbestcoverage.
SNO,however, generatessignificantlyfewermutants.

MCO providesslightly lesscoveragewhile generatinga
smallnumberof mutants.As mentionedin [14], acommon
implementationerror is thefailureto validateinput dataor
checkpreconditions.This is an MCF. SinceMCO is de-
signedto detectMCF, its goodperformanceshouldnot be
surprising.

LRO generatesa largenumberof mutantsandprovides
goodcoveragefor eachexample. ASO haslow coverage,
but generatesvery few mutants.

In theseexamples,we foundthefollowing relationships
betweenthesetsof uniquetraces:

� JLKsrd�$M p JLK�M���M
� JLK �Z��M p JLK rd�CM
� JLK rd�$M p JLK ra�CM
� JLK "�� M p JLK rd� M
Theseresultsagreewith the analysisin Section3.1. In

particular, they supportthe idea that ORO is sufficient to
detectfaultsin ORF, SNF, andENF. ThissuggeststhatSNO
andENO arenot neededif ORO is used.

4 Conclusions

It is widely acceptedthat testingis a crucial,but some-
timesoverlooked,part of softwareengineering.Develop-
ing adequatetestsetsis oftena labor-intensiveandtedious
task. A recentmethod,combiningmutationanalysisand
modelcheckers,automaticallygeneratescompletetestsets
from formal specifications.In this paper, we reportthatwe
refinedor inventedseveralusefulspecificationmutationop-
eratorsfor this methodand we comparedtheseandother
operators.

We found that a combinationof OperandReplacement
and RelationalOperatorReplacementmutationoperators,
OROn , hasthemostcoverageof all theoperatorswe con-
sidered,but generatesa largenumberof mutants.TheSim-
ple ExpressionNegationOperator, SNO, hasgoodcover-
age,andgeneratesasmallnumberof mutants.TheMissing
ConditionOperator(MCO)hassimilarcoveragetoandgen-
eratesaboutthesamenumberof mutantsasSNO.However,
MCO maybepreferredsinceit modelsmissingpredicates,
a commonprogrammingfault. The othermutationopera-
tors hadpoorercoverageor generatedmoremutantsthan
thesethreeoperators.

The theoreticalanalysisandexperimentaldataarecon-
sistentwith eachother, supportingour claim thatthesemu-
tation operatorsare practical for automaticallygenerating
completetestsetsfrom specifications.
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